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Many organizations rely heavily on the availability of their information systems. It is the
responsibility of the disaster recovery discipline to provide continuity, even after the
occurrence of a disaster. To achieve this, disaster recovery makes use of disaster
recovery scenarios. Existing methodologies for setting up such scenarios lack proper
support. As a result of that only experts can set up the scenarios. However, in this
paper we show that expert system techniques can play an important role in setting up

disaster recovery scenarios.

1. Introduction

The availability of the information systems is an important topic, since most
organizations have become increasingly dependent on information systems. The
dependence can be such that the continuity of an organization depends completely on
the availability of its information systems. Protecting the availability of information
systems against a variety of threats is the scope of information security. This discipline
has a twofold objective: to prevent the occurrence of a security breach as a result of
threats, and to restrict the damage after the occurrence of a security breach. A special
area of attention of the latter is disaster recovery. Disaster recovery aims for continuing
the operation of computer systems and networks after a disaster has taken place. This
means that computer and network operations will fall back to other facilities, when the

original equipment is not available anymore.

To achieve an effective disaster recovery, it is necessary to set up a disaster recovery

plan beforehand. In general such a plan consists of two parts:

1. A detailed description of the arrangements made in advance, such as backup
procedures, special resources, hardware, software, data-communication and a

recovery location.



2. A disaster recovery scenario, describing the activities to be executed in case of a

disaster.

There exist several (commercial) methodologies for setting up these parts, but all
existing methodologies lack proper support for setting up a disaster recovery scenario.
Consequently the development of an adequate scenario depends completely on the
knowledge and experience of its designer. Except for some general guidelines and

examples, no support is offered by the methodologies and tools.

The objective of this article is to describe a computer application, which supports the
setting up of a disaster recovery scenario, based on knowledge, which has been put
into the application. Generally this is realized by using an expert system. This disaster

recovery expert system should offer the following functionality:

¢ Knowledge on disaster recovery can be put into the system.

e Knowledge can be added, modified and removed.

o Knowledge, stored in the system, can be reproduced.

e The system can reason on the basis of its knowledge.

¢ Reasoning of the system is traceable.

e The system can generate a framework of a disaster recovery scenario.

e The system can generate solutions related to specific disaster recovery

circumstances.

To come to such a system, we first analyzed how to set up a disaster recovery
scenario in practice. Next we examined the relevant expert system techniques and how
to apply the techniques to support the setting up of a disaster recovery scenario. To be
able to develop the system, we made a functional design and we described the
knowledge, which has to be put in. Finally, we developed a prototype to determine the

benefits in practice of a disaster recovery expert system.

2. Disaster recovery scenario

A disaster recovery scenario describes all activities, which have to be carried out after
some kind of disaster occurred (like a fire, an earthquake, severe technical problems
with the computer system, etc.). The first part of the scenario describes the escalation

process, which leads to a decision whether to fall back or not. Falling back means that



the company will start using computer systems on another location to be able to

continue its business process(es).

2.1 A Framework of a disaster recovery scenario

Usually a disaster recovery scenario is set up in co-operation with a consultant of a
disaster recovery center. In general the resulting scenario consists of a number of
milestones and main components. The main components are completed with activities.
This framework of milestones and main components is shown in Figure 1. A dashed

line indicates that the main component is not always included in the scenario.

Execution of a disaster recovery scenario is initiated by a disaster. During the
escalation process the so-called crisis team decides either to fall back or not. This
process can be included in the disaster recovery scenario, but sometimes it is already
described in emergency procedures. If one decides to fall back, people on the recovery
location have to be notified. Parallel to this, everyone concerned can be informed and

the teams defined in the scenario can be called.

Sometimes people are informed by another team than the crisis team. In this case the
team that informs has to be called first. That is why there is a dashed arrow between
‘calling teams’ and ‘informing’. Informing should be a continuous activity. At any time
people concerned should be able to get answers on their questions about the current
situation. An important aspect of informing is the notification of reaching a milestone.

These notifications are essential for a smooth progress of the fall back.

After the recovery teams have been called, a number of activities can start in parallel:
the computer systems and datacommunication facilities can be prepared, a temporary
workplace has to be fit up and one can start with making an inventory of lost data.
Remaining activities, like fitting up a crisis center, engaging temporary employees and

arranging overnight stays, may also be performed.

After the computer systems, including the datacommunication, has been prepared, it
should be tested. When the test is successful, the system can be released. The
disaster recovery arrangement is operational when the system is released and the
temporary workplace is ready for use. The last phase of the disaster recovery consists

of recovering the lost data.



2.2

Setting up a disaster recovery scenario

Usually disaster recovery centers use a methodology to set up disaster recovery

scenarios. Such a methodology contains the following phases:

1. Preparation.

This phase generally consists of three subphases:

a) Specification of conditions.

The conditions define the scope of the disaster recovery scenario. One can think

about:

The maximum period of time to make the disaster recovery arrangement
operational. Within this time all activities between the milestones “Disaster”
and “DR arrangement operational” (Figure 1) should be completed.

The worst case situation, for which the scenario will be designed.

The loss of data, which can be recovered by the users. This defines the
required frequency of making backups and putting them in safety.

The critical applications and their priorities. Critical applications should be
restored after a disaster. The order in which they should be restored is given
by their priorities.

The needs of the users to continue their work.

b) Description of disaster recovery arrangement.

This concerns the description of measures and resources, which should be

arranged in advance. Usually this is not described in the disaster recovery

scenario, but in the first part of the disaster recovery plan (see section 0). The

following subjects are dealt with:

Hardware and software required at the recovery location.

Data-communication required to connect users to the computer systems in a
fall-back situation.

Procedures for making backups adequately.

Special resources needed during the normal business processes, like special

forms, labels, etc.

c) Description of disaster recovery organization.

This concerns the allocation and description of teams, which perform the disaster

recovery activities. To generalize the description, team members are indicated by

function rather than by name.



2. Brainstorm sessions.

The disaster recovery scenario is set up during brainstorm sessions. Activities and their

mutual relations are determined and teams, resources and timings are assigned.

Usually one starts with the worst case situation and tries to go step by step through the

whole disaster recovery process. The results of the preparation phase and existing

procedures (e.g. emergency, backup and telephone procedures) are taken into

account. The first main component of the scenario is the escalation process. If this is

already described in emergency procedures, it can be omitted. Otherwise the

necessary activities of the escalation process are searched for by answering questions

like for example:

Who is contacted, when a user finds out that the computer system doesn’t work
anymore?

Who is informed and who is called? By whom? Will there be a special helpdesk?
What happens if, after a first analysis, one still doesn’t know how to solve the
problems?

What are the possibilities to be able to continue working?

Is a backup made of the latest data?

What else need to be done before an actual fall-back?

The last activity in the escalation process is to decide whether to fall back or not. If one

decides to fall back, the rest of the scenario becomes relevant. The necessary

activities in this part can be determined by answering questions like for example:

Who is informed and called after the decision to fall back?

Is it necessary to equip a crisis center to manage the recovery operation?

What resources do you need at the recovery location and how do they get there
(think also about people and backup tapes)?

Which restore activities (for computer systems, applications and data) are
necessary?

Do you have batch jobs during normal business processes that result in extra
activities in a fall back situation?

How will the systems be tested?

How are connections for datacommunication set up and how are they tested?

Is it necessary to equip a temporary workplace? How do the users get there?

Are there other (less critical) activities, which should be included in the disaster
recovery scenario (like engaging temporary employees, arranging overnight

stays, distributing print-output)?



Relations between activities and assignments of teams, resources and timings are

generally determined by using common sense and experience.

3. Checking conditions and solving problems.

After the brainstorm sessions one has to check whether the scenario complies with the
conditions specified in phase 1. Problems have to be solved, for example by splitting
activities in several steps, which can be executed in parallel, by removing activities,
which can be prepared in advance and by moving non-critical activities from the critical
path. If all conditions are fulfilled, one could return to phase 2 to have brainstorm

sessions for no-worst-case situations.

4. Implementation of disaster recovery scenario.

Finally the scenario has to be implemented. This means implementing changes in the
daily procedures, detailing the activities in the disaster recovery scenario, creating
automatic procedures (e.g. for making and restoring backups), doing a simulated run

and testing (parts of) the scenario in several situations.

2.3 A supporting computer application

A computer application may be used to support the setting up of a disaster recovery
scenario. In the first place such an application should generate the milestones and
main components, as discussed before. Subsequently the main components should be
completed with relevant activities and relations between activities. Moreover the

activities should be assigned to teams.

To get such an application, the necessary knowledge about disaster recovery has to be
specified and put in. By reasoning with the knowledge, the application can generate the
framework of a disaster recovery scenario. Generally this is realized by using an expert

system.

3. Expert systems

3.1  What is an expert system?

Intelligence is often considered as being able to collect knowledge and to reason with
this knowledge in order to solve (a certain class of) problems. Already for decades the

possibility to catch intelligence in a computer is investigated in the field of Artificial



Intelligence. Artificial Intelligence can be defined as “the science of making machines

do things that require intelligence if done by men” [1].

An expert system is an application of Artificial Intelligence. Using a computer program
one tries to imitate the ability of an expert to solve problems. This means that an expert
system is a computer program that can solve problems by making use of knowledge

that has been put into its database.

The main components of an expert system are the knowledge base and the reasoning
component. The knowledge base is a database, storing all the knowledge needed for
solving the kind of problems the expert system has been designed for. The reasoning
component consists of an engine that uses the knowledge in the knowledge base and
the input from the user to draw conclusions. The method of reasoning used by the
expert system determines the way this engine works and the way knowledge is
represented in the knowledge base. Three basic methods of reasoning are discussed

in the next section.

We distinguish between two approaches to implement a program, which can solve
problems by reasoning with knowledge: implementation as a conventional program ’,
or as an expert system. A conventional program executes its instructions sequentially
(taking into account that, depending on the value of certain variables, some parts of the
program are executed and some are not), while the order in which steps are taken in
an expert system is not determined in advance but at run-time by the reasoning engine.
The latter has the disadvantage that it is difficult to understand how the system works,
which makes finding bugs more complex and time-consuming. On the other hand, an

expert system has several advantages compared to a conventional program:

o Flexibility of knowledge base. Knowledge in the knowledge base can be adapted
and extended easily, while changing knowledge in a conventional program means

changing the program (instructions) itself.

o Accessibility of knowledge base. As the knowledge base is separate, it is better
accessible, both for the expert system as for the user. This makes it easier to

reproduce the stored knowledge.

A conventional program is computer program which consists mainly of algorithms. In
such a program knowledge can be inserted by using ‘normal’ instructions.



¢ Reusability. If the knowledge is separated strictly from the rest of the program, it is
possible to reuse the program to solve similar problems. For example, the disaster
recovery expert system may be reused to develop expert systems for setting up

different kinds of scenarios.

o Existence of expert system shells. Expert system shells provide a complete
environment for developing expert systems. The basic parts of the knowledge base
and the reasoning component are implemented already and by using several
interactive tools an expert system can be developed within a relatively small period
of time. Besides, using an expert system shell generally leads to a well maintainable

system.

3.2 Expert system techniques

To solve a problem an expert system uses a specific method of reasoning. In general
three different methods of reasoning can be distinguished [2]: Rule-based Reasoning,
Case-based Reasoning and Constraint-based Reasoning. Each will be discussed

briefly.

Rule-based Reasoning

A system which is based on Rule-based Reasoning, reasons on the basis of rules and
facts, stored in the expert system database. Rules are used to define relations between
facts and possible conclusions. Usually rules have the form °‘if (conbpiTion) then
(CONCLUSION(S) / ACTION(S) ). Various conditions can be combined into one new condition
by using logical operators (like ‘and’ and ‘or’). Stored rules and facts are used by the
inference engine to come to new facts or conclusions. Two different mechanisms can

be used in the inference engine: forward chaining and backward chaining.

Forward chaining (see Figure 2 [3]) is based on the recognition of a situation. The rules
are processed one by one. If there is a rule for which all conditions in the IF-part (the
antecedent) are met, then the THEN-part (the consequent) will be executed (the rule
‘fires’). Usually this results in one or more new facts. This process continues until no

rule can fire anymore.

Backward chaining (see Figure 3 [3]) starts from a goal. The mechanism tries to prove
a consequent. First it is checked if the consequent is already present as a fact in the

database. If this is not the case, all rules which can lead to the consequent are



collected. A rule can only lead to the consequent, if all conditions in the antecedent of

the rule are met. The next step is to try to prove all conditions.

Case-based Reasoning

Case-based Reasoning is based on the principle that people use analogies and
examples during thinking and reasoning. The essence of Case-based Reasoning is
that knowledge is represented as cases. Each case is characterized by a set of specific
values, like the old problem situation, the solution applied and the procedure, which led
to the solution. New problems are solved by considering a previous, similar situation
and by reusing the solution or the procedure applied at that situation. The solution is
evaluated and, if necessary, adjusted somewhat to fit the new situation. The next step
is the learning process in which experiences, gained during solving the problem, are

stored. The Case-based Reasoning process is shown in Figure 4.

Constraint-based Reasoning

Sometimes a problem can be defined by a set of constraints. Solving such a problem is
finding values of variables so that all constraints are met. Generally it is not possible to
find the solutions by considering all possible combinations of values. Instead one has
to start with reducing the search space, for example by using a consistency technique.
Such a technique reduces the number of possibilities by eliminating combinations of

values, which cannot appear together.

Several Constraint-based Reasoning techniques exist. Examples are:

e The ‘Generate and test’ algorithm generates a possible solution. If this solution is a
good solution (which means that all constraints are met), the algorithm stops. If not,
the solution is modified and tested again. The algorithm continues until a good

solution has been found.

¢ The ‘Chronological backtracking’' algorithm proposes values of variables in a certain
order. If the generated solution with a new variable value is still valid, a value is
proposed for a next variable. If the solution is no longer valid, one goes one or more
steps back (‘backtracking’) to try to get a valid solution by assigning other values to
variables.



¢ ‘Dependency-directed backtracking’ works almost the same as ‘Chronological
backtracking’. The only difference is that, in case of backtracking, the value of the
most recent variable is not changed. Instead, the value of another variable is
changed, namely a variable, which is closer to the cause of the constraint conflict. In

this way unnecessary backtracking is avoided.

3.3 Relevant expert system techniques

We have to determine which expert system techniques are appropriate for setting up a

disaster recovery scenario.

Rule-based Reasoning

Rule-based Reasoning is a technique, which can be used in many cases. The
knowledge has to be described in terms of rules and facts. It is likely that this will not

cause any problems for the knowledge.

Case-based Reasoning

Case-based Reasoning requires a case-base containing a large number of solutions.
This means that a large number of disaster recovery scenarios is needed. This is very

hard to accomplish. Some reasons are:

e Creating a good accessible and sufficiently extensive case-base costs quite a lot of

time and money.

o It is difficult (or even impossible) to classify the existing disaster recovery scenarios
according to problem characteristics. This is caused by the fact that the decision to
include or exclude activities, as well as the level of detail that is necessary, depend

more on personal preferences than on company characteristics.

o If, for a certain company, there is no proper case in the case-base, it is not possible
to choose a good solution. Consequently, the user has to spend a lot of time on
tailoring the generated solution to the actual situation. It is even likely that the effort

does not lead to a suitable disaster recovery scenario at all.

o As disaster recovery scenarios are confidential, most companies do not allow to

include their scenario in a (public) case-base.

10



For these reasons, Case-based Reasoning will not be suitable.

Constraint-based Reasoning

Constraint-based Reasoning requires that each problem is defined by a set of
constraints, which the problem has to meet. An example of such a problem is setting
up a timetable for a school. This problem is characterized by a large number of
possible solutions while only a couple of them meet the defined constraints (e.g. a
certain group cannot have different lessons at the same time, the number of
intermediate hours should not be more than three, a teacher can only give one lesson
at a time, etc.). However, the problem of setting up a disaster recovery scenario is not
characterized by a set of constraints on the basis of which a good scenario can be

accomplished. For this reason, Constraint-based Reasoning will not be suitable.

Conclusion

Considering the arguments mentioned above, only Rule-based Reasoning can be used
in an expert system that supports the setting up of a disaster recovery scenario. In the

following section we explain how to apply this expert system technique.

4. Applying Rule-based Reasoning

4.1 Generating the framework

In section 2.1 we described a framework of a disaster recovery scenario. Such a
framework can be generated by using the expert system technique Rule-based

Reasoning. As this technique uses rules for reasoning, we have to define the rules.

Generating the framework can be subdivided into four steps:

1. Generating the milestones and main components.

2. Elaborating the main components into activities.

3. Defining the relations between the activities and milestones.

4. Assigning the activities (and milestones) to teams.
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Generating the milestones and main components

The milestones and main components to be generated can be found straight on in

section 2.1.

Elaborating the main components into activities

The main components, defined in the previous step, can be elaborated by using the
questions, which are usually asked during the brainstorm sessions as described in
section 2.2. On the basis of the answers the relevant activities can be determined.
Therefore, a set of rules has to be defined for each main component. Each rule (used
for Rule-based Reasoning) has the form ‘if the answer on question (QUESTION) =
(ANSWER) then include (acTiviTy) in the scenario’. For getting the answers, it is necessary

that the expert system asks the relevant questions to the user.

Rule-based Reasoning is based on rules, which include specified answers.
Consequently, each question has a limited number of answers, which comply with the
corresponding rule(s). Only those answers need to be recognized. Answers given in
natural language cannot be recognized by the expert system, as it neither knows nor
recognizes natural language. Therefore, the expert system has to present each

question including the possible answers.

While studying a number of existing disaster recovery scenarios, a lot of similarities
showed up. In fact, the rough framework of each disaster recovery scenario can be
built up by selecting activities from a particular set of activities. Some of those activities
were even present in every scenario. Knowing this particular set of activities reduces

the number and the complexity of questions to be asked for.

Defining the relations between the activities and milestones

After studying a number of existing disaster recovery scenarios, it appeared that we

can distinguish between two kind of relations:

¢ Relations that are fixed for given activities. An example is ‘the final notification of
fall-back’ which always follows ‘the decision to fall-back’. Hence both activities have

a fixed relation.
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¢ Relations that depend on the activities as well as the specific situation. This can be
illustrated by the activity ‘transportation of data-communication equipment’. If a team
of the company will carry out the transport, then the team has to be called first. This
implies a relation between calling the team and transporting the equipment. On the
other hand, if another party takes care of the transport, another relation will be

defined instead.

Fixed relations can be put as facts in the expert system database. Based on a rule,
these relations can be generated by the system automatically, so without intervention
of the user. The rule will fire if both activities, which make up a fixed relation, are

included in the scenario.

Relations, which are not fixed, depend on certain conditions. To determine the value of
the conditions, questions have to be asked to the user. Each condition can be included
into the if-part of a rule, so that it is possible to generate the relation on the moment

that the value of the condition is known.

Assigning the activities (and milestones) to teams

For each activity one has to specify a team which will perform the activity. From
existing scenarios it appeared that there are teams, which are generally present in any
disaster recovery scenario. It also appeared that there are particular sets of activities,
which are always assigned to a particular team. An exception is the set of activities,
which are part of the escalation process, because these highly depend on the other

company’s processes.

Teams that are generally included in a scenario, can be put as facts into the expert
system database. By defining a rule, which fires when an activity is included, the

activity can be assigned to a team automatically.

The assignment of milestones to teams is performed similarly.

4.2 Activities for specific computer systems

The activities in the main component ‘preparing computer systems’ can be specified in
general, which means that they are valid for all types of computer system. Examples of

such activities are ‘restore the operating system’ and ‘test the applications’.
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In practice only a limited number of different computer systems is used very frequently.
Therefore, it is possible to include in the expert system specific (and thus detailed)
activities for those systems. As soon as one knows which computer system is used, the

appropriate activities for this system can be generated by the firing of a rule.

4.3 Transport of resources

During a disaster recovery operation, activities take place on several geographical
locations (e.g. the locations of the company, the recovery arrangement, the backup
media and the temporary workplace). To transport resources, which are needed on
other locations, (logistic) processes have to be performed. These processes have to be

included in the disaster recovery scenario as (transport) activities.

For every activity in the disaster recovery scenario, it has to be specified, which
resources are needed to perform the activity. It also has to be known on which location
the activity will be performed and on which location the resources are available. If this
is known, the expert system can generate the necessary transport activities. The expert
system can also define a relation between the transport activity and the activity, which
needs the resource. If several resources on the same geographical location will need
transport to the same destination, then the associated transports can be combined into
one activity. These mechanisms can all be included in the expert system by means of

rules.

5. A functional design

A functional design describes what the expert system should do. The functional design

will be set up using the Object Modeling Technique (OMT) (see [4]).

5.1 The Object Modeling Technique

The Object Modeling Technique is an object-oriented technique: the emphasis is on
classes and objects. Objects are discrete, distinguishable entities, each of which has
its own identity, like a blue ballpoint or John’s car. Objects with the same data structure
and behavior are grouped into a class. A class is an abstraction that describes the
properties (attributes) which are relevant to an application. An object is called an
instance of its class. For example, the object (Ferrari, red, AHL-4560) can be an

instance of the class Car.
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The last concept discussed is inheritance. Inheritance is based on the hierarchical
relationship between classes: a subclass incorporates, or inherits, all of the properties
of its superclass and adds its own unique properties. An example is a class Line, which
inherits the attributes ‘color’ and ‘width’ from a class Figure and adds its own attribute

‘length’ and its own method ‘draw’.

The Object Modeling Technique uses three related models to describe a system:

e The Object Model describes the classes and their relations. This model is the most

essential, because it describes what is changing or transforming.

e The Dynamic Model describes the behavior of the classes: the states in which the

objects can be and the possible transitions between states (caused by events).

¢ The Functional Model describes the data flows and the corresponding processes

and functions.

5.2 A Sketch of the Object Model

To get an impression of the Functional Design of the expert system, we present a
sketch of the most essential model: the Object Model. The Object Model is based on

the description of the expert system as given in section 2.3.

The system will be a rule-based expert system. Therefore we can distinguish an
inference engine, rules and facts (see section 3.2). Facts are related to teams,
questions, scenario elements, instructions, relations and resources. We can consider
all these items as different classes. Finally, there is a class for the user. All classes and
their relations are shown in the Object Model (Figure 5, and legend in Figure 6). A brief

description of the classes is given below.

1. Class Inference Engine

The inference engine takes care of firing rules in case their conditions are met.

2. Class Rule

A rule defines a relation between one or more facts and a possible conclusion or
action.

3. Class User

The user is the person who uses the expert system to set up a disaster recovery

scenario.
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4. Class Team

A team is a group of one or more persons, responsible for an activity.

5. Class Question

A question is a request for information to determine which activities should be part of a
particular disaster recovery scenario.

6. Class Scenario Element

A scenario consists of a couple of related elements. A scenario element of a disaster
recovery scenario is a milestone, or an activity. An activity can be a transport or
another activity.

7. Class Instruction

A scenario element (an activity) can be divided into a number of (detailed) sub-
elements, called instructions. The instructions describe the steps to be taken to
complete the activity.

8. Class Relation

A relation between scenario elements defines the order in which the elements
(milestones or activities) should be handled.

9. Class Resource

Some activities require one or more resources. Either a resource already exists, or it is

produced by another activity.

Instances of the classes Scenario Element (Activity, Transport and Milestone),
Question, Team, Relation, Instruction and Resource make up the facts in the expert
system database. Relations between the facts and possible conclusions or actions are
defined by instances of the class Rule. That is why there are associations (relations)
between the class Rule and all other classes mentioned before. The facts and rules will
be used by the inference engine to come to new facts or conclusions. The user
controls (starts and stops) the inference engine, receives messages and answers

questions.

6. Inserting knowledge

6.1 Facts

As mentioned before, instances of the classes Scenario Element (Activity, Transport
and Milestone), Question, Team, Relation, Instruction and Resource make up the facts

in the expert system database.
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As discussed in section 4, facts can be found by studying existing disaster recover
scenarios and by analyzing brainstorm sessions (see section 2.2). The set of found
facts, except for transports, can be put into the expert system database. Transports
need not be put in the database, as they can be generated by using rules (see section
4.3 and the logistic rules described in the next section). Initially, all facts have status
‘undefined’, which means that they are not yet included in the disaster recovery
scenario. By firing rules, facts may get status ‘defined’ and become part of the

scenario.

6.2 Rules

The expert system will use rule-based reasoning as described in section 4. The expert

system should contain several types of rules:

1. rules for asking questions

Depending on the answers on questions, some activities are included in the scenario,
while other activities are not. To obtain the answers from the user of the expert system,

the questions have to be asked by the firing of rules.

2. rules for defining scenario elements 2

Some scenario elements will be part of every disaster recovery scenario. They can be
generated by the firing of a rule:

‘if (SCENARIO ELEMENT) is undefined

then define (SCENARIO ELEMENT) .

For scenario elements which depend upon the answers on questions, rules of the
following form can be specified:

‘if (SCENARIO ELEMENT) is undefined

and the answer on question (QUESTION) = (ANSWER)

then define (SCENARIO ELEMENT) .

3. a rule for defining instructions

Instructions describe the steps, which have to be taken to complete an activity. Every
instruction belongs uniquely to one scenario element. This means that instructions can
be defined as soon as the scenario element, to which they belong, has been defined.

This can be realized by the rule:
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‘if 7 scenario element s which is defined

and 7 instruction i which is not defined and which belongs to scenario
element s
then define instruction i'.

4. rules for defining relations

a) Defining relations, which are already part of the expert system database, is
relatively simple: a relation between two scenario elements can be defined, as soon
as both scenario elements are defined.

‘if Frelation r between scenario elements a and b

and scenario element a is defined
and scenario element b is defined
then define relation r.

b) It is also necessary to take indirect relations into account. For example, if the
relations a-b and b-c exist (as part of the facts), but only scenario elements a and ¢
are defined (so b is not included in the scenario), then the indirect relation a-c
should be created and defined. For the creation of indirect relations, the following
rule can be used:
‘if 7 scenario element a which is defined
then predecessors = find_predecessors_of (a) 3

successors = find_successors_of (a) >

create relations between all scenario elements e predecessors and a

create relations between a and all scenario elements e successors’.
Note that only relations, which don’t yet exist, should be created.
c) By using a rule for defining indirect relations, it is possible that relations which
have been defined before, become redundant. In the example above, the relation a-
¢ becomes redundant, if scenario element b is defined (which causes relations a-b

and b-c to be defined). The following rule can remove redundant relations:

Defining an instance of a class means, that this instance becomes part of the disaster
recovery scenario.

‘Find_predecessors_of’ is a function, which searches all the defined scenario elements,
which directly precede the given scenario element. To find these scenario elements the
direct, undefined relations, which are part of the facts in the expert system database,
are used. The function find_successors_of searches all defined, succeeding scenario
elements in a similar way.
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‘if Frelation r1 between scenario elements a and b

and Frelation r2 between scenario elements b and ¢
and Frelation r3 between scenario elements a and ¢
and scenario element b is defined

then remove relation r3'.

5. rules for defining relations that depend on the specific situation

Some relations depend on the specific situation of the company, for which the disaster
recovery scenario is set up (see section 4.1). These relations cannot be part of the
facts in the expert system database, but should only be created if a certain condition is
met. This can be accomplished by defining a rule for each conditional relation. To

determine the value of a condition, a question can be asked to the user.

6. rules for defining teams

Some teams will be part of every disaster recovery scenario, while other teams will only
be defined if necessary. The rules for defining teams will be similar to the rules for

defining scenario elements.

7. a rule for the assignment of scenario elements to teams

For every scenario element, one or more teams can be specified to which the scenario
element may be assigned. The assignment of the scenario element to one of those
teams can take place, as soon as the scenario element has been defined. This
requires only one rule:

‘if 7 scenario element s which is defined and to which no team has been assigned

then assign ateamto s’.

8. rules for specific computer systems

As described in section 4.2, the expert system can be used to generate specific
activities and detailed instructions for a couple of computer systems used often. These
specific scenario elements and instructions have to be incorporated as facts into the
expert system database. By the firing of rules, they can become part of the disaster
recovery scenario, if it is known which computer system is used in a fall-back situation.

For that, a question has to be asked to the user. (See rule types 1, 2 and 3.)

9. a rule for the assignment of a location to resources

The location of a resource, which is produced by an activity, is the same as the
location, where the activity takes place. For such resources, the location can be set by

the following rule:
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‘if Fresource r which is generated by scenario element s

and 7 scenario element s with location |
then set the location of resource rto ['.
10. logistic rules

Logistic rules are related to the transport of resources (see section 4.3). They can be
subdivided into rules for:
a) generating transports
Some activities require one or more resources for their completion. If the location of
a resource differs from the location of the activity, then the resource has to be
transported. The transport, as well as a relation between the transport and the
activity which needs the resource, can be generated by the expert system. The
following rule may be used *:
‘if 7 scenario element s which is defined, whose location is |1 and which needs

resources rs

and Fresource r which is defined and whose location is 12 =1
and rers
then create a transport t from location 12 to location I1 for the

transportation of resource r

create a new relation between t and s'.
b) combining transports
If there exist several transports with the same start and end location, then they can
be combined into one transport. (In case of such a combination, the corresponding
relations should also be combined.)
c) defining transports
Transports which have been created, can be defined immediately. However, it is
better to wait until transports have been combined. That is why the rule for defining
transports should be given a lower priority than the rules for a) and b).
d) relations concerning produced resources
Some resources are produced by activities, which are part of the disaster recovery
scenario. Those resources can only be transported, after the production activity has
taken place. By means of a rule, relations can be created between production

activities and transport activities.

This rule is only valid for non-exclusive resources (e.g. writing paper). For exclusive
(unique) resources (e.g. a certain back-up tape), the situation is more complex, as such
a resource cannot be transported twice from one location to another. We will not
consider exclusive resources.
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7. Discussion

To be able to decide if the expert system will be useful in practice, a prototype has
been developed. For the development of the prototype, an expert system shell was
used (see section 3.1). To get a clear picture of the usefulness of the expert system,
we put as much knowledge as possible into the prototype. Little attention was paid to

other parts of the system, like the user interface.

This resulted into a prototype, which realized most of the functionality mentioned in
section 1. Part of the functionality was offered by the expert system shell and part of it
was inherent to the chosen expert system technique (Rule-based Reasoning) and the
included knowledge. Unfortunately, the shell offered only few possibilities for
maintaining (adding, modifying, removing and reproducing) the knowledge. That is why
we decided to store part of the knowledge in a separate file, which was loaded by the

expert system during start-up.

Two experts on disaster recovery scenarios tested the prototype, to evaluate the
usefulness of the expert system. Each of them chose a completed project in which he
supervised the setting up of a disaster recovery scenario. By projecting himself again
into that situation and by using his own knowledge on disaster recovery, he answered
the questions, which were posed by the expert system. The scenarios generated by the
(prototype) expert system, were compared with the actual scenarios which were set up

in the projects concerned.

It appeared that the generated scenarios corresponded in broad outline with the actual
scenarios. But as the generated scenarios can never be completely equal to the actual
ones, further objective comparison was almost impossible. That is why the usefulness
of the expert system was evaluated by interviewing the experts. During the interviews,

a couple of observations came up:

1. The results of the answers, given by the user, are not clearly visualized. This
problem can be solved by integrating the expert system with some kind of drawing

software, which can graphically display a disaster recovery scenario.

2. It is not easy to correct a wrong answer. To correct a wrong answer it is necessary
to undo all the results of rules that fired after the answer has been entered.
Correction becomes easier if the state of the system is stored every time before

asking a question.
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3. The questions, posed by the expert system, force the user to think about many
things, which are related to disaster recovery. This gives the user a good impression

of everything, which should be described in a disaster recovery scenario.

4. Within a short period of time, a (draft) disaster recovery scenario is set up, which is

rather complete.

5. The user is able to identify himself very well with the generated scenario. He has the
feeling that it is his scenario. This is a significant advantage with respect to the

adjustment of an impersonal generic scenario.

6. The expert system can also be used for demonstration purposes, to show how a

disaster recovery scenario may be set up and what are the important issues.

8. Conclusion

In this article we described how to build a (prototype) expert system for setting up
disaster recovery scenarios. In the previous section we discussed the results. From the
results we conclude that such a system can be useful in practice. This conclusion

refers to an expert system, which:

o offers the functionality mentioned in section 1;
¢ is based on Rule-based Reasoning (see section 3.2) and applies this technique as
described in section 4;

e contains at least the knowledge described in section 6.
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